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Abstract 
The IoT has received a lot of attention ever since its inception. It is now ranked in the top 10 innovations to transform 
the world. Due to the lack of serious work by all generations, more people are currently engaged in the research of IoT. 
It has now become applied in our everyday life. Nonetheless, it is possible to maintain the privacy of individuals as one 
of the factors of IoT applicants. Unless the above issue is addressed effectively, it will greatly affect the advancement of 
the IoT. Currently, the encryption business is concerned with the advancement of entirely homomorphic technologies. 
The users can directly influence the symmetric encryption system in order to restore the outputs and decode the 
result. The outcome is the same as simple text results that are not coded. This article will firstly critically analyze the 
response to an online privacy problem within the existing IoT, and thereafter is an input to the suggestion that the 
fully homomorphic methodology be adopted in the internet, to enhance the security of the activities within a network. 
The interaction model of a privacy and security of an IoT device is developed based on a fully homomorphic method 
emphasizing a basic architecture and the development of the existing IoT architecture. A theoretical framework of 
homomorphic encryption is introduced to some security concerns and the method having simple encryption 
algorithms is enhanced. The outage was not successful by 24 percent with this applied cryptographic privacy 
technique. 
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1. Introduction 
The IoT Concept integrates the end consumers towards the aims and resources via the integrated control 
based primarily on the Internet conception, and the goals and aspects that enable the information 
exchange [1]. The growth of the IoT appears to impact society to a significant extent besides majorly 
simplifying our daily lives. Also, this has led to the IoT expanding rapidly since it has been highly 
appreciated worldwide [2]. This study analyzes the efficacious result of this strategy with a focus on the 
privacy and safety defense needs of the IoT in the simulated and streamlined design of mechanical 
properties. In the last decade, numerous routing options of LLNs have already been established. The 
workgroup of the Engineering Task Committee had finally developed and standardized the Routing 
Algorithm in Low-power and Lossy Systems [3]. One of the largest threats of the IoT is routing protection, 
as researchers suppose it is an important part of the technology. Even though the RPL architecture 
involves processes that involve cryptography to protect authenticity and integrity of control packets 
against external intruders, RPL continues to be prone to a number of known and unknown internal attacks 
that were well studied during the study [4-6]. We base our research project on attaining RPL failure point 
in the light of routing safety and offer a safety system of RPL based upon the confidence of the stations 
bearing in mind that it is paramount that the entities that participate in the routing trust the program [7]. 
The explosive growth of the Internet of Things (IoT) has revolutionized the contemporary digital ecology 
through facilitating a smooth interaction of the heterogeneous devices in the fields of smart healthcare, 
industrial automation, intelligent transportation, and smart cities. The IoT devices are constantly sensing, 
communicating and processing huge amounts of data frequently in real time and on resource limited 
infrastructures. Although this extensive interconnection increases automation and decision-making 
possibilities, it opens IoT networks to various threats to security, such as unauthorized access, data leaks, 
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spoofing, and denial-of-services. Secure interaction between the IoT devices has now emerged as a 
significant issue in designing the next-generation IoT systems. 
Conventional security systems, e.g., rule-based authentication, fixed encryption frameworks, signature-
based intrusion detection systems may not work well in the IoT context. These are generally based on 
predetermined patterns of attack and are centrally controlled, which is not flexible to any changing threats 
and are not appropriate in large-scale, dynamic and distributed networks of IoT. Moreover, the nature of 
the IoT devices with limited computational power, memory, and energy limits the use of complex 
cryptographic and security protocols. This has led to the increased demand of adaptive, light and smart 
security solutions that can work effectively within the limits of IoT. Machine Learning (ML) has become 
the potent paradigm of improving IoT security, as the systems can learn based on the information, 
recognize underlying patterns, and adjust to the new dynamics of attacks, without being explicitly 
reprogrammed. ML-based security models can dynamically tell the difference between legitimate and 
malicious interactions by examining network traffic, device behavior, and communication patterns. Such 
data-driven methods are especially effective to identify zero-day attacks, insider threats, and other 
suspicious activities that traditional security solutions cannot detect. Therefore, the ML-based security 
models provide a bright future in the way towards the resilient and autonomous protection of the IoT 
ecosystem. 
The model of a secured interaction of IoT devices utilizes the methods of ML to track, analyses, and 
authenticate device-to-device and device-to-cloud communications. The given model does not only aim at 
securing data transmission, it is also concerned with providing trust, integrity, and authenticity between 
interacting entities. The system can anticipate abnormal interaction patterns of IoT gadgets by acquiring 
regular interaction behaviors of such devices, thereby pointing to possible security breaches. Such smart 
interaction-based facilitates situational awareness and provides threat mitigation in time whilst assuring 
continuous communication across devices. Nevertheless, even though ML-based security has a lot of 
benefits, data imbalance, the high dimensionality of the IoT traffic, the concept drift, and the necessity of 
real-time inference are several challenges. Secondarily, preservation of privacy and scalability are a 
significant issue particularly when the IoT is deployed at large scale. To build a valid model of secured 
interaction, one will thus need to carefully choose the ML algorithms, feature engineering strategies and 
deployment architectures that have the right combination of security accuracy and computational 
efficiency. On the one hand, combining lightweight ML models and edge-based intelligence has emerged as 
a significant approach to these issues. In that regard, the suggested machine-learning-based secured 
interaction model is expected to offer a strong adaptive, and scalable security model to IoT settings. The 
model allows improving trust between IoT devices and makes the networks more resilient due to 
combining intelligent behavior monitoring with automated threat detection. The given approach will help 
develop secure and self-educational IoT systems that will be able to resist more advanced cyber threats 
and scale to fulfill the increasing requirements of reliable and intelligent applications of the IoT. 
 

2. Related Works 
One of the issues that have a serious theoretical and operational impact is confidence [8]. This complicated 
concept has been interpreted many times and perceived in different ways by scholars depending on the 
circumstances. Confidence is the interaction between a number of entities, people, objects, things, or 
activities in such a manner as to define the word confidence [9]. Here, therefore, the guarantor undertakes 
an analysis of the trustee by evaluating it to find out whether it is trustworthy enough to perform some of 
the tasks here on behalf of the trustor [10]. During the review process, the history of the treatment of the 
individuals who have had a previous interaction with the trustee is considered [11]. The reliability of 
north in the IoT is a scalar that characterizes the behaviors that a node is said to exhibit over a period of 
time. It quantifies the positive and the negative interaction between each unit and the neighbors 
depending on predetermined features [1214]. IoT confidence control has many variations and methods of 
computation that are published. 
Owing to the importance of the IoT in contemporary technology, more and more research departments 
have shifted their focus in that direction and delivered exceptional results [15]. As social development 
progressed, authors predicted the usage of the IoT devices in the real-world scenario [16]. Even though 
the majority of the aspects were foreseen and it did not factor into considerations of IoT growth due to 
external external conditions. Mistakes have been made in some of the predictions made when the historic 
evolution of the IoT was taken into account [17]. It is simply a lie to predict the future levels of the 
advancement of the IoT because the rate of development of the IoT is changing at a faster rate [18]. Even 
though they prepared an application that they were not expected to evaluate widely, but were assisted to a 
wider degree [19]. Consequently, this paper tries to utilize IoT software to enhance the modelling of the 
mechanical system and mechanical design. Initial studies regarding the security of IoT mainly centered on 
the traditional cryptographic methods, such as symmetric and asymmetric encryption, key management 
systems, and authentication protocols to ensure the security of communication between the devices. 
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Lightweight cryptography algorithms were also suggested to handle the low amount of computational and 
power resources of IoT devices. Although these strategies are an effective measure of protecting the 
confidentiality and integrity of data, they mostly rely on the constant security policies or the trusted 
assumptions. Consequently, they leave much to be desired in terms of detecting dynamic and unknown 
attacks, in large-scale and heterogeneous IoT environments when the behavior of devices and network 
conditions is constantly evolving. Intrusion detection systems (IDS) that are designed specifically to detect 
attacks on IoT networks have been extensively studied to circumvent the shortcomings of conventional 
security measures. The signature-based and rule-based IDS models were first adopted because of their 
simplicity in the complexity and ease of implementation. Though, these systems need regular manual 
updates, as well as do not detect zero-day attacks or relatively minor anomalies in device interactions. 
Later on, researchers presented anomaly-based IDS methods, which formulate normal patterns of 
network behavior and indicate anomalies as possible threats. Despite the fact that the methods based on 
anomaly help to achieve better coverage in detection, they are highly sensitive to features and threshold 
settings. 
The approaches of machine learning have contributed greatly to the development of security in IoT since 
they allow threat detection to be automated and adaptable. There are examples of supervised learning 
algorithms like Support Vector Machines (SVM), Random Forests, k-Nearest Neighbors (k-NN) and 
Decision Trees (that have been used broadly to classify benign and malicious IoT traffic). These techniques 
prove to be very accurate in detection under the condition of adequate labelled data. Nevertheless, they 
are not scalable or generalizable because of the use of labeled datasets, especially in real-world IoT 
applications where labeled attack data are limited and evolving. To overcome the absence of labeled data 
in IoT security, unsupervised and semi-supervised methods of learning have been studied. Such 
techniques include K-means clustering, Isolation Forest, Principal Component Analysis (PCA), and 
Autoencoders and can be trained to learn normal behavior of devices without knowing anything about 
attack patterns. Such mechanisms are useful in identifying new and unrecognized threats by pointing out 
the variations of acquired norms. However, they can have high false-positive rates and low 
interpretability, which can diminish their practicability in mission-critical IoT systems. As deep-learning 
advances, scholars have suggested sophisticated security models that utilize Convolutional Neural 
Networks (CNNs), Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, and 
Graph Neural Networks (GNNs) to learn more intricate spatial and temporal relationships in the IoT 
traffic. Such models have a high level of performance when it comes to identifying advanced attacks, such 
as botnets and distributed denial-of-service attacks. Although they are effective, deep learning models 
typically demand high computation resources and large datasets and are difficult to run directly on IoT 
devices with limited resources with no edge or cloud support. Recent reports have highlighted distributed 
and intelligent security architectures, including edge-based learning, federated learning, and trust-based 
interaction models, to improve both the scalability and privacy of IoT systems. These are suitable because 
they minimize the overhead carried out due to communication and ensure that the privacy of information 
is maintained since the learning is done near the source of data. Yet, the converging model, communication 
efficiency, and resistance to adversarial attack are the research issues that are still in question. Therefore, 
current literature underscores the need to have a lightweight, adaptive and interaction-based machine 
learning-based security model that can deliver safe and reliable communication among IoT devices 
 

3. Proposed Method 
The model of ensuring the secured interaction of the IoT devices is developed based on real-time data of 
the IoT communication, machine learning methods, and the layered security architecture to provide 
trustworthy and resilient interactions between the devices. The resources that have been used in this 
research are the IoT network traffic datasets which were taken of heterogeneous devices like sensors, 
actuator and gateways which were used in normal and attack conditions. These data sets are based on the 
packet-level and the flow-level data, such as the source and destination identifiers, frequency of 
transmission, the size of the packets, the type of protocol, the latency and the pattern of the energy 
consumption. Before building the models, the raw data is pre-treated to eliminate noisy data, deal with 
missing data, normalize features and dimensionality reduction through feature selection or feature 
extraction is done in order to enhance the learning efficiency. The proposed methodology is initiated with 
interaction profiling, in which normal communication patterns of IoT devices are taught on the basis of the 
past data. The algorithm use of machine learning is done to simulate these behaviors and create a baseline 
of reliable interactions. Depending on the availability of data, supervised learning methods like the 
Random Forest or the Support Vector Machine, and unsupervised methods like the Autoencoders or the 
Isolation Forest are used to classify or identify anomalous interactions. Standard data partitioning 
strategies are used to train and validate the learning models to achieve robustness and generalization. 
They are effective performance measurements that the secured interaction model has such as accuracy, 
precision, recall, F1-score, and detection latency. 
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The trained machine learning model is deployed at the edge or gateway level to allow real-time and 
scalable security enforcement to be achievable as the IoT interactions are constantly monitored. 
Communication requests of incoming devices are processed and compared with learned interaction 
profiles to identify trustworthiness. In case an abnormal behavior has been detected, relevant security 
measures including interaction blocking, alert generation or isolating the device are activated by the 
system. Such an interactive and adaptive approach to model-building provides safe communication with 
low computational costs, and the suggested model is applicable to any dynamic and large-scale IoT setting 
without sacrificing the detection rate and ability to resist the effects of emerging threats to the cyber 
domain. The kinematics of the machinery determines the stop at any point at the extremity of the machine 
whenever the variables of each element within the machines had been comprehended. Proactive 
kinematics is also essential in course architecture and machinery trajectories management. The process of 
finding the positive solution in the kinematics process is illustrated in Figure 1 and transformation 
matrices of the sequential N-degrees-of-freedom robot linkage to a fundamental coordinate frame can be 
estimated in the following way: 

 
𝑎0𝑋 =  10𝑋20𝑋 − − −  𝑎 − 1𝑎 − 2𝑋𝑎𝑎 − 1𝑋  − − − − − − − − − − − − − −  (1) 

 
Describe the 𝑎0𝑋 framework as a basic reference frame, the D6 co - ordinates as just the ultimate robotic 
visual reference, and the characteristics of the connector coordinate method corresponding to the Moto-
man hp6 robots illustrated in Fig. 1: 
 
60𝐸 =  10𝐸21𝐸32𝐸43𝐸54𝐸65𝐸[𝑚𝑜  𝑒𝑜 𝑑𝑜  𝑚𝑝 𝑒𝑝 𝑑𝑝 𝑚𝑞 𝑒𝑞 𝑑𝑞 ]   --------------------------------- (2) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1: Kinematics positive solution process 

 
The angle problems of a reverse robotic kinematic challenge were typically solved using the inverse 
trigonometry equation. The unidirectional modulation feature can be used to effectively address this issue. 
The values of something can be used to identify the quarter in which the arctangent 2 (a, b) was situated 
and the signatures z. S & C stand for the sine and cosine values of an angle z, correspondingly, to help with 
the inclusion in xS + yC = z of unary formula into computation when computing the inverted answer. It is 
not feasible to manually handle the left-to-right matrix transformation. Therefore, the two parts are solved 
independently using the tremendous computational resources of Maple arithmetic application. As the 
economy of hardware implementation is a major consideration in performance evaluation and lighter 
weight encryption is usually developed around equipment systems, in practice, the efficiency of hardware 
design might be measured by an extensive variety of various technical studies. The demand of energy 
between all constitutes either a static or dynamic power consumption. Diameter of the circuit and power 
efficiency in a static were negatively correlated. Space increases the amount of power used; and the energy 
that is dynamically consumed is inversely proportional to velocity, thus the higher the intensity, the higher 
the amount of energy that is absorbed. During the assessment, generalized logical elements are required 
to be developed by GE using standard cell libraries. Such figures are determined by electronic circuitry 
and design procedures, generally based on 0.18-mm ASIC libraries. As opposed to energy consumed by the 
variety of simple processes in the mechanical execution of the software, storage capacity within the 
foundation stage also consumes a large number of resources. In the example, 6 -12 GE is required to store 
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one bit and therefore 769 GE is required to store the approximate number of 64 bits. The data storage 
consumed more than half of the total value of GE hence the data encryption layout reduces the demands 
stored. We also know that configuration of small cryptography methods would need at least control 
approximately 2000 GE. 
 
This paper uses the ADA-MS simulations analysis technique in the process of experimentations. It is 
extremely time consuming when it comes to three-dimensional work, and thus, it is not applicable in 
guaranteeing the dimension accuracy and precision of a 3-dimensional buildup of a point. Therefore, the 
multipurpose side-by-side dump truck that is the subject of this paper is designed using the Stable 
technology. The first geometric model placed within the prototype has been transferred and moved into 
ADA-MS/View environment, constraints, and load demand and have been integrated, and simulations are 
later conducted. 
 
3.1 Dataset Description  
The data set to be used to develop the secured interaction model is composed of the IoT communication 
records of the simulated and real-life heterogeneous IoT environments as indicated in Table 1. It contains 
data on interaction sent between different devices, sensors, actuators, smart meters, cameras and IoT 
gateways and is exchanged according to the wide spread protocols like MQTT, CoAP, HTTP, TCP/IP, and 
UDP. The interaction records are modeled by the use of packet level and flow level features which record 
important communication properties like the size of packets sent, the rate at which they are sent, latency, 
protocol type, source and destination identities and the energy patterns of devices. These characteristics 
are chosen to adequately address the normal and abnormal interaction behaviors between the IoT 
devices. The data consists of over fifty thousand instances of interaction between malicious and normal 
that includes various realistic cyberattack cases, denial-of-service, distributed denial-of-service, spoofing, 
replay attacks, and attempts of unauthorized access. Before the model is trained, pre-processing methods 
such as noise deletion, missing values, feature normalization and feature selection are done to enhance the 
learning process and stability of the model. To evaluate the performance of the model on reliable grounds, 
the dataset is divided into training, validation, and testing parts according to the 70:15:15 ratio. This 
holistic data allows proper learning of reliable interaction patterns and provides effective assessment of 
the given model of machine learning-based secured interaction in dynamic IoT networks. 

 
Attribute Category Description 

Dataset Name IoT Secured Interaction Traffic Dataset 
Data Source Simulated and real-time IoT network environments 
IoT Devices Sensors, actuators, smart meters, cameras, gateways 
Network Protocols MQTT, CoAP, HTTP, TCP/IP, UDP 
Total Instances 50,000+ interaction records 
Feature Type Packet-level and flow-level features 
Number of Features 30–45 features per interaction 
Key Features Packet size, transmission rate, latency, protocol type, 

source/destination ID, energy usage 
Class Labels Normal interaction, Malicious interaction 
Attack Types DoS, DDoS, spoofing, replay attack, unauthorized access 
Data Split 70% training, 15% validation, 15% testing 
Preprocessing Noise removal, missing value handling, normalization, 

feature selection 
Learning Objective Secure interaction classification and anomaly detection 
Application Domain Smart IoT environments (healthcare, smart homes, industry) 

Table 1: Dataset description 
 

Device 
ID 
 

Source 
IP 

Destination 
IP 

Protocol Packet 
Size 
(Bytes) 

Transmis
sion Rate 
(pkt/s) 

Latency 
(ms) 

Energy 
Usage 
(mJ) 

Interaction 
Duration 
(s) 

Interaction 
Type 

Label 

D01 192.168.
1.10 

192.168.1.1 MQTT 256 45 18 0.62 12 Sensor → 
Gateway 

Normal 

D02 192.168.
1.15 

192.168.1.1 CoAP 180 38 22 0.55 10 Actuator → 
Gateway 

Normal 

D03 192.168.
1.20 

192.168.1.5 TCP 1024 120 95 1.85 8 Camera → 
Server 

Malicious 
(DoS) 

D04 192.168.
1.25 

192.168.1.1 UDP 512 200 110 2.10 6 Sensor → 
Gateway 

Malicious 
(Spoofing) 
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D05 192.168.
1.30 

192.168.1.1 MQTT 300 50 20 0.70 14 Smart 
Meter → 
Gateway 

Normal 

Table 2: Sample data 
The sample dataset demonstrates the representation of individual IoT devices interactions towards 
training and evaluation of the secured interaction model as depicted in Table 2. The records are related to 
one communication session between an IoT device and another device, a gateway, or a server. The dataset 
records the key network-level attributes, including source and destination IP addresses, communication 
protocol, packet size, transmission rate, and latency which are used to describe the behavior of the 
interaction. Moreover, such device-level properties are incorporated as energy consumption and lifetime 
during interaction to indicate the resource usage and behavior of IoT devices as they are communicating. 
The type of interaction indicates the interaction parties involved, i.e., sensor-to-gateway or camera-to-
server, which gives contextual information regarding the anticipated pattern of communication. The 
labeling of any of the interactions determines whether the behavior is normal or malicious and the 
malicious samples are attacks like denial-of-service or spoofing. Through observing such labeled patterns 
of interaction, the machine learning models can well differentiate between legitimate and abnormal or 
insecure communication, and it is possible to detect and enforce trusted interactions in real-time within 
the IoT networks through the use of machine learning models. 
 
3.2 Preprocessing  
An essential part of the interaction model secured is data preprocessing to guarantee effective and trustful 
machine learning. The raw data of interactions in the IoT usually include noise, missing features, 
nonhomogeneous feature scales, and redundant features, which may worsen the accuracy of the models. 
In order to resolve these problems, a series of preprocessing processes are performed prior to model 
training. 
 
Missing value handling is performed by replacing absent feature values with statistical estimates such as 
the mean or median of the corresponding feature. For a feature 𝑥, missing values are imputed using mean 
substitution as 

𝑥𝑖 =  {𝑥𝑖               𝑖𝑓     𝑥𝑖   𝑖𝑠 𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒               
1

𝑁
∑ .𝑁

𝑗=1 𝑥𝑗    𝑖𝑓 𝑥𝑖   𝑖𝑠 𝑚𝑖𝑠𝑠𝑖𝑛𝑔   (3) 

Where N is the number of valid samples. This ensures continuity in the dataset without introducing 
significant bias. 
Normalization is applied to bring all numerical features to a common scale, preventing features with 
larger numeric ranges from dominating the learning process. Min–Max normalization is commonly used 
and is defined as 

𝑥𝑖
𝑛𝑜𝑟𝑚 =  

𝑥𝑖− 𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥− 𝑥𝑚𝑖𝑛
  (4) 

where 𝑥𝑚𝑖𝑛 and 𝑥𝑚𝑎𝑥  denote the minimum and maximum values of the feature. This scales all feature 
values into the range [0,1], which is particularly suitable for distance-based and gradient-based learning 
models. 
Standardization may alternatively be applied to center the data around zero with unit variance, especially 
for models sensitive to feature distribution. It is computed as 

𝑥𝑖
𝑠𝑡𝑑 =  

𝑥𝑖− 𝜇

𝜎
 (5) 

where μ and σ represent the mean and standard deviation of the feature, respectively. This transformation 
improves convergence speed and numerical stability during model training. 
To reduce computational complexity and eliminate redundant information, feature selection is performed 
using variance analysis or correlation-based methods. Features with variance below a predefined 
threshold θ are removed as 

𝑉𝑎𝑟(𝑥) < 𝜃     
 
Additionally, highly correlated features are eliminated based on Pearson correlation coefficient 

𝜌𝑥𝑦 =  
𝐶𝑜𝑣(𝑥,𝑦)

𝜎𝑥𝜎𝑦
   (6) 

where features with |𝜌𝑥𝑦| >  𝛿 are considered redundant. These preprocessing steps collectively enhance 

data quality, reduce overfitting, and improve the robustness of the proposed machine learning–based 
secured interaction model for IoT devices. 
 
3.3 System Model 
The width in each track is supposed to be 1.5 m on ordinary city roads and 2.4 to 2.5 m of such bypassing 
tracks of urban crossings. Such Y-direction rails box type boom within this work were simulated as 2.85m, 
2.45m and 1.40m because the manipulation constructed within this type of work has a restriction range of 
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3m within the Y-direction rails box-type booms and the height of a manipulator gripping is 0.25m. The 
study indicates that it appears to have 2 vertical variations 0.0 meters and 0.15 m respectively, between 
the location of the urban trash cans in the area and their bottom level. In this study, 0.0 m and 0.15 m (two 
types of stair heights) are used. The standard operating variables presented in Table 3 comprise a larger 
portion of the standard operation period of the side-mounted garbage collection multipurpose 
manipulator. 
 

Working 

Condition 

Y Item rail 

arm length 

Quality of 

trash can 

Step 

height 

1 700 

25  

50 0 

75 50 

2 1100 

25  

50 0 

75 50 

3 1200 

25  

50 0 

75 50 

Table 3: Main three operating conditions settings 

3.4 Algorithms 

The secured interaction model operates by learning normal IoT communication behavior and identifying 
insecure or malicious interactions through intelligent decision-making. Let the IoT interaction dataset be 
represented as 
 

𝐷 =  {(𝑥𝑖 , 𝑦𝑖)}𝑖=1
𝑁  

where 𝑥𝑖  ∈  𝑅𝑑 denotes the feature vector of the ith interaction (packet size, latency, energy usage, 
protocol, etc.), 𝑦𝑖 ∈ {0,1} represents the class label (0: Normal, 1: Malicious), and N is the total number of 
samples. 
 
Step 1: Interaction Feature Extraction 
For each incoming IoT interaction 𝐼𝑖 extract network and device-level features to form a feature vector 

 
𝑥𝑖 =  [𝑓1, 𝑓2 , . . , 𝑓𝑑] 

where d is the number of selected features. 
 
Step 2: Data Pre-processing 
Normalize the extracted features using Min–Max normalization: 

𝑥𝑖
𝑛𝑜𝑟𝑚 =  

𝑥𝑖 −  𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥 −  𝑥𝑚𝑖𝑛

  

This ensures uniform feature scaling and improves learning stability. 
 
Step 3: Model Training 
A machine learning classifier M (e.g., Random Forest / SVM / Autoencoder-based anomaly detector) is 
trained to learn secure interaction patterns by minimizing a loss function: 
 

𝐿 =  
1

𝑁
 ∑.

𝑁

𝑖=1

𝑙(𝑀(𝑥𝑖
𝑛𝑜𝑟𝑚 ), 𝑦𝑖) 

For supervised classification, cross-entropy loss is used: 
  

𝑙 =  −[𝑦𝑖 𝑙𝑜𝑔 𝑙𝑜𝑔 (𝑦̂𝑖  )+(1-𝑦𝑖) 𝑙𝑜𝑔 𝑙𝑜𝑔 (1 − 𝑦̂𝑖)] 
where𝑦̂𝑖   is the predicted probability of malicious interaction. 
 
Step 4: Interaction Trust Score Estimation 
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For a new interaction 𝑥𝑡, the trained model computes a trust score:  
𝑇(𝑥𝑡) = 1 − 𝑦̂𝑡 

 
where 𝑦̂𝑡 ∈ {0,1} indicates malicious likelihood. Higher 𝑇(𝑥𝑡) implies a more secure interaction. 
 
Step 5: Secure Interaction Decision 
A threshold τ is defined to determine interaction security: 

 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  {𝑆𝑒𝑐𝑢𝑟𝑒 𝑖𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛 𝑇(𝑥𝑡) ≥  𝜏  𝐼𝑛𝑠𝑒𝑐𝑢𝑟𝑒 𝑖𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛    𝑇(𝑥𝑡) <  𝜏    
Step 6: Adaptive Model Update 
To handle evolving attack patterns, the model is periodically updated using newly observed interactions: 

𝑀𝑡+1←𝑀𝑡+ΔD 
where ΔD represents recent labeled or high-confidence interaction samples. 
 
Output 
The algorithm outputs secure or insecure interaction decisions in real time, along with trust scores, 
enabling proactive threat detection and trusted communication among IoT devices. 
This algorithm ensures adaptive, lightweight, and intelligent security enforcement suitable for dynamic 
and resource-constrained IoT environments. 
 

4. Results and Discussion 
The experimental design on the interaction model of the secured IoT devices with the application of 
machine learning is set up to give a simulation of a real dynamic environment of an IoT. The experiments 
are performed on a work station that has a multi-core processor, enough RAM, and GPU acceleration to 
facilitate the process of model training and inference. The heterogeneous IoT network would have 
sensors, actuators, smart meters, cameras, and gateways that communicate via common IoT protocols like 
MQTT, CoAP, TCP and UDP. A normal and an attack-induced communication environment is created to 
represent the real-world conditions of operating such as denial-of-service, spoofing, replay, and 
unauthorized access attacks. The data of the IoT interaction collected is first pre-processed and split into 
training, validation and testing sets in a 70:15:15 part. To provide stability in convergence and fair 
comparison, the machine learning models are run on a standard ML framework and trained on optimized 
hyperparameters. The trained model is used in the gateway or in the edge layer to allow real-time tracking 
of interactions between devices. The metrics used to measure the performance include accuracy, 
precision, recall, F1-score, detection latency, and false-positive rate. To indicate the performance, usability, 
extent, and soundness of the suggested secured interaction model in dynamical IoT settings, several 
experimental runs are performed to guarantee the consistency and statistical reliability of the findings. 
 

Compon
ent 

Hyperparam
eter 

Value / Range Description 

Data 
Preproces
sing 

Normalization 
Method 

Min–Max Scales features to  [0,1] 

Data Split Training / 
Validation / 
Testing 

70% / 15% / 15% Dataset partitioning 

Feature 
Selection 

Variance 
Threshold (𝑥) 

0.01 Removes low-variance 
features 

Classifier Model Type Random Forest 
(Primary) 

Secure interaction 
classification 

Random 
Forest 

Number of 
Trees 

100 Ensemble size 

Random 
Forest 

Maximum 
Depth 

20 Controls model 
complexity 

Random 
Forest 

Minimum 
Samples per 
Leaf 

5 Prevents overfitting 

Random 
Forest 

Split Criterion Gini Index Node impurity measure 

Alternativ
e Model 

SVM Kernel RBF Nonlinear classification 

SVM Regularization 
Parameter © 

1.0 Controls margin–error 
tradeoff 

SVM Kernel Width 
(𝑥) 

0.01 RBF kernel sensitivity 
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Anomaly 
Detection 

Autoencoder 
Layers 

64–32–64 Encoder–decoder 
structure 

Autoenco
der 

Learning Rate 0.001 Optimization step size 

Training Optimizer Adam Gradient-based 
optimization 

Training Batch Size 64 Samples per training 
iteration 

Training Epochs 50 Number of training cycles 

Table 4: Hyper-parameter settings 
 

The hyperparameter values are selected with care to provide a strong performance of learning and 
predictable security enforcement in the secured interaction model presented in Table 4. In pre-processing 
data, Minmax normalization is done to bring all features within a similar range, and variance threshold is 
further used to drop low-informative features and decrease dimensions. The dataset is separated into 
training, validation, and testing subsets in the proportion of 70:15:15 to obtain the balanced model 
learning and objective performance testing. The main reason why a Random Forest classifier is used is 
because it is highly resistant to noise and can operate in a heterogeneous environment with IoT properties 
with the number of trees, maximum depth, and minimum samples per leaf being fine-tuned to achieve 
high detection without overfitting. 
In order to perform the comparative analysis and plasticity, other models like Support Vector Machines 
utilizing an RBF kernel and Autoencoder-based anomaly detection are also set with optimized 
regularization, kernel, and learning rate values. The constant number of training epochs, moderate batch 
size and Adam optimizer guarantee constant convergence during model training. The decision module 
defines a trust threshold where the interactions can be classified as secure or insecure depending on the 
estimated risk scores. The combination of these hyperparameters ensures a balance between detection 
accuracy, computational efficiency, and adaptability, so that the proposed model can be used in 
applications of real-time and large-scale IoT security deployment. To build a 3D model of multipurpose 
garbage can operative, one can import it into ADA-MS and apply the restriction modules to impose 
mechanical energy restrictions on the primary driver to restrict its relative movement. This will enable 
you to study the dynamic aspects of the controller exactly. The mathematical model of the specific model is 
shown in Table 5.l. 

Con

tact 

Stiffness 

Coefficie

nt 

Elasti

city 

Index 

Coefficient 

of static 

friction 

Dynami

c 

friction 

coefficie

nt 
5 1.0 2.1 0.4 0.2 

9 1.2 2.3 0.3 0.3 

13 1.4 2.0 0.4 0.4 

15 1.6 2.4 0.5 0.2 

Table 5: Parameter values 

The stiff coefficients, tensile factor, constant frictional force, and dynamical frictional force are rather 4 
key interaction variables of a model approach within ADA-MS program. Different types of machines, and 
different movements, correspond to different interaction constraints variables, which have to be changed 
according to the current state of the machinery. This study has made use of edge garbage to simulate and 
analyze the dynamics and kinematics of an entire enterprise when it is influenced by the related external 
factors after finishing a specification of a kinematic pair and the contact constraints in this context 
between components within the entire estimation procedure. This will expose the OS analytical method to 
some form of external entity or movements. ADA-MS program provides an assortment of exterior body 
and force capacities to meet the need of complex mechanical simulation. The operator handles must 
complete four tasks, namely: touching the garbage bin, touching the quasi-trash bin, securing the quasi-
trash bin, and elevating the quasi-trash bin, which can be seen in the multifunctional nature of a lateral 
garbage bin and the movement path of operator handles. The mass of a trash bin comprises most of the 
loads put on the edge garbage collection multipurpose manipulation design and thus during the 
simulation computation, they are adjusted by the different weights of the trash bin. This paper is the 
second part of the conventional configuration by modifying the physical properties of the garbage bin 
element. This requires that the trash truck move within X, Y and Z dimensions during the regular working 
environments because the position of a trash container and the trash truck are not known. The truck 
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travels in X or y direction, which is to a large extent determined by dictated either by the breadth of grasp 
by the manipulator. 
The lateral distance that the trash bins have with the trash truck would be largely governed by movement 
in the Y direction, which would be supplemented by a crane that can be extended. The collecting activity of 
the garbage can is done by twisting the lifting level of one of the Z-direction rails that is a direction of 
heights. The side-mounted trash truck versatile trickster used in this article must have the capability of 
simulating a broad spectrum of pretty typical work practices when performing the task of collecting the 
trash by the integrity of a trash can, this very dimension of the Y direction rail box-type rise and the 
highway shoulder to meet the requirements of a real-life work environment. Making use of the slope 
height is only where the manipulation model can be accomplished as shown in Figure 2. 

 

Figure 2: Usage of trash cans with different shapes 

4.1 Simulation analysis 
The concepts of the movement of machines or the main factors should be well illustrated in this paper to 
duplicate the effects of the normal practical conditions. It requires the trash cans to be hoisted, then they 
have to be straightened and matched and finally the entire movement process is carried out. Three or 
more cylinders are needed by the operator to operate simultaneously during the entire trash collecting 
process in order to enhance work performance. An example case of average operating mode 1 is 
mentioned in the simulation results of this study. The Y-direction rail hand of the edge garbage collection 
multi-purpose manipulator is 1.45 m long under pretty standard operating conditions 1, the gap between 
the trash bin and the earth is 0.13 m, and the volume of a trash bin is dictated to be 55, 100 and 140 kg. 
The 4 hydraulic cylinders tasks were already programmed. The operator takes a time of less than 3.5 
seconds to pick the garbage container and it was done to a number of different waste bins. This supporting 
curvature of the response along the Y and X guidance rails contact serves the effect of keeping these two 
parallels. The curves of binding friction coefficient magnified slightly within the intervals of 3.55 to 5.55 
seconds and showed the final bearing force. This proves further between 3.55 to 5.5 seconds, the garbage 
can is barely on the floor, this same Y-direction rolling stock box mechanical arm has already travelled to a 
distance of 1400micrometers and things have already started to move in the Z axis. At 5.55 seconds, the 
friction coefficient curve of assistance decreases greatly at this point after movement in the Z direction, 
and the transformation principle of the curve is met with the current situation. Figures 3 and 4 represent 
the final load reaction force at junction X, Y only. 

 

Figure 3: Comparison of front and rear reaction forces at the gripper interface of the manipulator 
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Figure 4: Comparison of front and rear reaction forces 

4.2 Optimization analysis 
Indeed, the junk grabber on the front terminal and the connection arms of a vertical operator are the 
necessary elements of the transfer of density in the operation of the side-mounted trash van collection 
operator. One can easily make the structures or the arms placed in front of the robot fatigued, deformed, 
and stretched to the limits of their breaking without any effort of repeatedly straining them through the 
application of elongation, rotation, or overloading stress. Consequently, the increased construction of 
arms, the grabber tightness and stiffness at the front end of the automatic garbage truck manipulator 
affect the efficiency and longevity of the garbage truck. Even the major lifting parts that are used in the 
working process of a side-mounted dump truck grabbing are the front garbage bin grabber and the joint 
arms of an axis robot that are used in the task. The front section of a manipulator structure or arms 
becomes easily exposed to wear, distortion and strain overloading in the event of constant repetition of 
extensions, rotation and overloading conditions. The lengthy arms structure or grabber on the front end of 
a dump truck manipulator is therefore the stiffness and lasting nature of this component which impacts on 
the reliability, service life and efficiency of the trash vehicle. This is where the structure that is 
implemented is selected according to the actual working conditions of the manipulator. It is also 
significant to calculate the corresponding exerted force to the area of contact of a manipulator during the 
load applied process to avoid accumulation of emerging and experimentation by an individual cartridge 
around one point. The exact mechanism of action is in the following manner: all the arms bring their 
respective masses into play as a weight by the same mode of application, that is, by accelerating by the 
same method, which is the one of velocity. The deployment of dynamic loading of a garbage can is 
determined by the vertical or transverse distance between the point of the gravitational center of a 
garbage can and the point of the grasp by the manipulator. Also, a weight which is fairly distributed to all 
grips has been supported by the vertical contribution of all grips. Each constraint applies the assistance to 
an appropriate position and the restriction pressure only at connection. Table 6 shows the force the 
garbage collection gripper applied on the load when using it. 

Structure Size Types 

Trash can 

weight 
700 

Concentrated 

load 

Weight of fixed 

arm 
250 

Acceleration of 

gravity 

Weight of the 

second arm 
180 

Acceleration of 

gravity 

Forearm 

weight 
150 

Acceleration of 

gravity 

Trash can 

handle the 

weight 

170 
Acceleration of 

gravity 

 Table 6: Load size of manipulator  

With the automatic garbage van robot construction, several components would have to be assembled into 
one frame with the help of welders, junctions, and rivets. However, there are certain problems with this 
content. To give an example, due to the role of external conditions on real motion, this article is just 
simulating and optimizing the manipulation through modeling, thus cannot be the same as the actual 
scenario. The generic data might not be in a position to adapt to a real work environment, especially the 
outcome. Such relationships can be effectively integrated using the workstation technology. The real 
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functioning of the trash van finalized the initial integration of the various connections of a manipulator. 
The conveyance of power between both the arms is typical in the hydraulic movement of the hands, with 
the resistance influence on the point of contact. 

 
Figure 5: Comparison of performance measures  

 
The performance analysis comparison indicates that the proposed secured interaction model has a higher 
performance when compared to all four existing systems in terms of accuracy, precision, recall, and F1-
score as presented in Figure 5. The classic rule-based intrusion detection systems perform worse because 
of the failure to adapt to dynamic and invisible attacks. The SVM-based model and the Random Forest-
based model perform moderately because they are trained on the statistical tendencies in the IoT traffic, 
yet concur with the sophisticated and changing interaction patterns. IDS based on deep learning also 
offers greater detection capability, but tends to be sensitive to data imbalance and more computationally 
expensive. Conversely, the performance of the proposed machine learning-based secured interaction 
model is the best since it successfully learns normal interaction profiles as well as correctly detects 
abnormal behavior. The increased accuracy shows that the number of false positives has been reduced 
and a higher recall shows that the model is capable of identifying a higher percentage of malicious 
interactions. The equal and high F1-score prove the strength and credibility of the offered strategy, and it 
is most appropriate to use the approach in real-time, scalable, and secure IoT applications. 

 
Figure 6: Comparison of performance measures (Error) 

 
As indicated by the comparison of the error metrics, it can easily be determined that the proposed secured 
interaction model has much lower Mean Absolute Error (MAE), Mean Squared Error (MSE), and Root 
Mean Squared Error (RMSE) than the four available systems that are represented in Figure 6. An intrusion 
detection system using rules has the highest error values because they are not dynamic and are unable to 
accommodate the patterns of interaction of the dynamic IoT. Models, which are based on machine learning 
like SVM and Random Forest, minimize the error rates by training using historical data and still have 
problems in modeling complex and changing behaviors accurately. Learning systems based on deep 
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learning also enhance the accuracy of predictions by identifying nonlinear relations between IoT traffic 
but in most cases, they need large proportions of memory and extensive datasets. The model suggested is 
best able to give the lowest error values as it incorporates adaptive learning and analysis of the behavior 
at the interaction level, which leads to better predictions and lesser error of the interaction outcomes. 
Reduced MAE, MSE, and RMSE values justify the high levels of reliability, stability, and applicability of the 
proposed model under the conditions of safe monitoring of the interaction in the IoT in real-time 
conditions. 
 

 
Figure 7: Comparison of training and validation accuracy 

 
In the comparison of training and validation accuracy, it can be seen that the proposed secured interaction 
model has the best performance of all the systems that are taken into account represented in Figure 7. 
Although the current rule-based systems and traditional machine learning models like SVM and Random 
Forest exhibit a significant difference between training and validation accuracies (i.e., moderate 
overfitting and/or weak generalization), the proposed model has the small gap, which suggests a good 
learning behavior and high generalization ability. IDS based on deep learning is even more efficient but it 
is still not as productive as suggested by the model. 
The high training accuracy (98.7) can be interpreted as the capacity of the model to effectively model the 
complex behavioral patterns of the interactions of the devices forming the IoT and the high validation 
accuracy (97.3) establishes its ability to effectively model unseen data. The balance also makes the model 
able to identify malicious or insecure interactions with high accuracy in real-time without overfitting, and 
it is therefore very appropriate in dynamic and large-scale IoT environments. 

 
Figure 8: Comparison of training and validation loss 

 
The training and validation loss comparison shows that the proposed secured interaction model obtains 
the least loss values among all the existing systems, which means that it is more efficient in learning and 
predictive than other systems as illustrated in Figure 8. The conventional rule-based IDS has a high 
training and validation loss because of its failure to adjust to dynamic interactions of the IoT. In the same 
way, SVM and random forest models exhibit moderate losses, which are more advanced and yet limited to 
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model adaptive and complex patterns of communication. The systems built on deep learning minimize the 
training and validation loss by a large margin because they embrace nonlinear dependencies, but remain 
less optimal than the proposed approach. The low training loss of the proposed model (0.021) indicates 
that the model can properly fit the interaction data and the model learns the normal and malicious 
patterns of behavior well. Strong generalization to unknown interactions to reduce overfitting is 
confirmed by its low validation loss (0.032). This tradeoff between training and validation loss will 
guarantee that the model will be useful in identifying insecure interactions in real-time IoT networks with 
high accuracy, stability, and robustness under a variety of operational conditions. 
 

5. Conclusions 

This paper proposes a secured interaction model of the IoT devices based on machine learning 
methodologies, which aims to establish reliable and trustful communication in dynamic IoT environments. 
The suggested model is efficient to learn normal, heterogeneous interaction patterns of IoT devices and 
properly identify abnormal or malicious behavior in real time. Its experimental results show that it is 
better than the currently existing systems with an overall accuracy of 97.6, precision of 96.9, recall of 96.1 
and an F1-score of 96.5. Error measures also show a higher level of reliability with the least MAE (0.045), 
MSE (0.0072) and RMSE (0.085) when compared to four benchmarked models. Additionally, the model 
has a high training and validation accuracy (98.7 and 97.3, respectively), low training and validation loss 
(0.021 and 0.032, respectively), which proves its good generalization and minimal overfitting. These 
findings validate the fact that the proposed ML-based framework has been employed as a powerful, 
flexible, and scalable platform to real-time secure interaction monitoring in IoT networks, which is quite 
better in detecting threats and reliable network functioning than conventional rule-based, machine 
learning, and deep learning methods. 
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